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DANH MUC CAC CHU VIET TAT

Chit viét tit: | Pinh nghia Chit viét tit: | Pinh nghia
CNTT | Cong nghé thong tin | BLD Ban l&nh dao
| thudc phong Ké hoach
| nghiép vu - Pao tao —
Diéu dudng
KHNV | Phong K& hoach nghiép | TCHC T4 chirc Hanh chinh
vu - Pao tao — Diéu
dudng
CKS | Chitky s6 PK Phong kham
KBCB Khéam bénh chita bénh | HIS He théng thong tin quan
ly bénh vién (Hospital
Information Systom)
BHXH Bao hiém xi hoi Trigger Diéu kién kich hoat
Nguoi dung | | Nhan sy st dung CKS
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L. MUC PicH

- Théng nhét trinh tu, thi tuc ding ky, chp phét, st dung va thu hdi chit ky
sé/chtng thu sb tai Phong khém.

- Dam bao tinh toan ven, bdo méat va gia tri phép ly cla cac van ban dién tir (Thong
b4o, Cong vin, Bénh an dién tir, Don thudc dién tir, Gidy nghi huo*ng BHXH,

Gidy chuyén tuyén, Bang ké chi phi...).

- Phén dinh 18 trach nhiém cua tirng c4 nhén va phong ban trong viéc quén ly, st
dung chit ky s6.

II. POITUQNG VA PHAM VI AP DUNG

- Pbi twong: Toan thd Béc si, Duoc si, Pidu dudng, K¥ thuat vién, K& toan, Nhén
vién Hanh chinh va Ban Lanh dao duoc cip quyén st dung chit k}’/ s6.

- Pbi tuong st dung Quy trinh: nhén vién c6 lién quan dén tat ca quy trinh tai
Phong kham. |

- Pham vi 4p dung: Ap dung cho moi hoat dong kham chita bénh, ch1 dinh, k& don,
ky két cac biéu mAu dién tir trén hé théng phan mém (HIS) ctia Phong kham.

III. TAILIEU VIEN DAN, THAM KHAO
- C#n ctr Luét Giao dich dién tir s& 20/2023/QH15;
- Can o Luat Khdm bénh, chita bénh s6 15/2023/QH15;

- Cin ctt Nghi dinh s 130/2018/ND-CP cua Chinh phi quy dinh chi tiét thi hanh
Luét Giao dich dién tir vé chit ky s6 va dich vu chirng thuc chit ky sb;

- Ciin ¢t Thong tw 46/2018/TT-BYT quy dinh v& hd so bénh 4n dién ti;

- Ciin ¢t Thong tu 27/2021/TT-BYT quy dinh ké don thudc bing hinh thic dién
tﬁf. I



‘ Masé JKD G0, G 4
QUY TRINH

ST 1 ey« . | Ldn ban hank: 01
QUAN LY VA SU DUNG CHU KY SO CA

'NHAN, CON DAU SO, CHU KY SO HE | Ngay hicu hwe: O/, 72026

THONG TAI PHONG KHAM PA KHOA
Trang: 4

IV. NOIDUNG QUY TRINH
1. Quy trinh quin ly si dung Chir ky s6 C4 nhan (NVYT / Quén ly)

D8 xut, tich
hop CKS vao
HIS

Str dung trong
cong tac chuyén

mon

|

Xtr Iy vin ban/
hd so 15i

ﬂKh(”)ng

Thuc hién
1énh ky sb

Lap yéu ciu
huy/thu hdi

) Phé duyét

Luu d 1: Quy trinh quan Iy va sit dung CKS c4 nhan




t

QUY TRINH

QUAN LY VA SU DUNG CHU KY SO CA
NHAN, CON DAU SO, CHU KY SO HE
THONG TAI PHONG KHAM DA KHOA

Mﬁsé':_PK‘DK.@L-\. @i

Lén ban hanh: 01

Ngay hiéu tee: 0B 1.0.12026

Trang: 5

Dieén gidi

Trach nhiém

Cong viéc cu the

D& xuét tich hop
CKS vao HIS

Nguoi dung,
TCHC, CNTT

- Ngudi dung 1am d xuét tich hgp CKS
c4 nhan vao HIS ndp 1én phong TCHC.

- Phong TCHC trinh ky BLD phé duyét.
Sau khi BLD phé duyét xong, thong bao
cho CNTT dé tich hgp CKS c4 nhén vao
HIS.

_ CNTT tich hgp CKS ¢4 nhan vao HIS,
huéng dan thao tac trén HIS.

Str dung trong cong
tac chuyén mon

Nguoi dung

- Dang nhéap HIS bang tai khoan c4 nhan.

- Thuc hién céc cdng tac :chuyén mon
[Kham, k& don, ra y 1énh hoge duyét hd
so (d6i v6i cAp quéan 1y)]. Kiém tra k§
tinh chinh x4c cua dit liéu.

Thyec hién ky s6 va
két thic hd so (Néu
vin ban/hd so khong
181)

Nguoi dung

Sau khi thye hién xong bﬁng tac chuyén
mdn va dam bao tinh chinh x4c cua dit
liéu. Ngudi dung thyc hién ky s6 vao hd
so va luu két thuc hd so.

Néu vin ban/

ho so 161

Nguoi dung, BLD
PK, CNTT

- Tuyét dbi khong duoc ghi d& lén vin
ban d ky s thanh cong.

- Néu phét hién van ban/ hd so 181, ngudi
ding 1ap “Yéu cau hiy/thu hdi vin ban”
ngay trén HIS, ghi 16 1y do.

- BLD PK phé duyét yéu cAu trén.

- CNTT duyét 1énh hity sau khi BLD phé
duyét. |
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- Nguoi dung tién hanh 14p lai van ban/
hé so/ don thubc mai, kidm tra k¥ dit lidu
va thuc hién ky s6 lai tir dau.

Tam khoéa

TCHC, CNTT

- Khi nhan su nghi viéc, thuyén chuyén,
mét thiét bi hoic 16 mat khdu. Phong
TCHC c6 trach nhiém ra théng bdo tam
khoéa CKS trén hé théng.

- CNTT c6 trach nhiém vd hiéu héa CKS
trén hé thong ngay khi nhan duoc thong
béo.

Luwu y:
- CKS ca nhén 12 tai sin c4 nhan, do c4 nhén trang bi va quan ly. C4 nhan c6 trach
nhi¢ém bao mat CKS c4 nhan. Khi tich hgp CKS c4 nhan vao HIS thi Phong khém
co trach nhiém sir dung CKS cé nhén vao ding muc dich.
- CNTT co trach nhi€ém quan 1y, bao mé4t CK'S c4 nhén trong pham vi phong kham.
- Khi nhén sy bi mét thiét bj hogc 16 mét khdu cin khoa gép thi lién hé CNTT dé
tam khoa trude, sau d6 lam d& xuét khéa CKS c4 nhan trén phan mém HIS giri
cho phong TCHC dé trinh ky BLD PK va ra thong béo.
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Thye hién T Sai . Tix chdi
R ) a thdm quyé 2

1énh déng A T - déng daw/
Dau so Tra hd so

2. Quy trinh quan ly va sit dung Con d4u s6 (Méc s6 co quan)

- 9 A
Vin ban/ ho so
A 7 A
can déng Dau
sO co quan

|

|

Kiém tra chit ky

' Phé duyét
/

-

Luu dd 2: Quy trinh quan ly va st dyng con Diu sb
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Dién giai

Nhin sw thwe hién

Cong viéc cu the

Vin ban/ ho so can

dong Dau so co quan

BLD PK

- BLD PK phé duyét va ky CKS vao vin
ban/ hd so.

Kiém tra CKS va
thdm quyén

TCHC

- Sau khi BLD PK phé duyét vin ban/
hd so cAn dong Déu s6 co quan, hd so s&
chuyén qua phong TCHC dbi chiéu tinh
hop 1é CKS va thim quyén (ngudi duoc
iy quyén ky thay BLD PK) trén vin ban/
hd so.

- Néu dung, thuc hién 1€nh “Déng Déau
s6” trén vin ban/ hd so va luu vét.

Tt chdi dong Dau
Tra van ban/ ho so

TCHC

Sau khi kiém tra tinh hop 18 cua CKS
va tham quyén, néu sai, phong TCHC c¢6
trach nhiém tir chbi déng déu sb va tra
vin ban/ hd so.

Két thuc

TCHC

Sau khi déng Déu sb, phong TCHC
ban hanh va luu trit van ban/ hd so dé.

Luuy:

- Con D4u sé (Mdc s6) c6 gia tri phép ly twong duong con D4u vat Iy (Mdc muyc
vat ly) do BLD PK dai dién phap lut phu trach va giao cho phong TCHC quan
ly, cit gitt. Con Déu sb phai dugc st dung, cét gift, b4o mét nghiém ngdt tuong
dwong véi quy ché con déu vat 1y.

- Moi luot déng DAu sb déu duge hé théng luu vét chi tiét: Thoi gian, tai khoan
thye hién, ID vin ban.

- Khi con D4u s6 sép hét han (trwée 30 ngay), phong TCHC c6 trach nhiém lam
hd so gia han va trinh ky BLD PK.
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3. Quy trinh quan Iy va vin hanh “Chit ky s6 hé théng” (ky tw dong trén phin
mém HIS)

Chu hinh CKS

hé théng

|

A

Ky bénh Van hanh CKS hé Ky ho so
4n dién tir théng —— lién thong
BYT/BHYT
% J

|

bay cong ho so

coO

Gidm sat va

Xt 1y sw b .

Luu dd 3: Quy trinh quan Iy va van hanh “Chit ky s6 hé théng”
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Dién giai Nhan sy Cong viéc cu thé
thuc hién
Céu hinh CKS h¢ | BLD PK; |- Phong KHNV lam @ xuét mua/gia han CKS hé
théng KHNV; théng chuyén qua phong TCHC
TCHC; | . Phong TCHC 18p hd so mua va trinh ky CKS hé
CNTT | théng len BLD PK duyét. Sau khi duoc duyét thi phéi
hgp CNTT mua CKS hé théng.
- BLD PK xem xét va duyét CKS hé théng.
- CNTT tich hgp CKS hé théng vao HIS. Cép quyén
can thi€p cho nhan sy CNTT phu trdch va BLD PK.
Van hanh CKS | Hé théng |- CNTT thiét lap céc Trigger phi hgp vao timg didu
hé théng HIS; kién v6i hd so cin ky s6 hé thdng.
CNTT

- Trudong hop 1:

Bénh 4n dién ti: Sau khi NVYT thyc hién luu bénh
&n dién tir, hé thdng s& tw dong diu thoi gian va ky s6
hé théng dé dam bao di lidu khong bi thay ddi. Va
ddy don thudc vao Cdng Pon thube qudc gia.

- Trudong hop 2:

Hb so lién théng BYT/BHYT: Khi hd so bénh 4n
duoc chdt, hé thdng HIS tu dong déng géi dit lidu
(XML1 =>XML15), str dung CKS hé théng dé ky ma
héa va tw dong ddy qua API 16n cong tiép nhén cia
BHXH Viét Nam.
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Gidm sat va xi ly | CNTT - Thiét 14p cong cu gidm sét hoat dong ciia CKS hé
su cb théng. Thiét l4p tuong Itta, ma hoa sever dé bao mét

CKS hé théng.

- Thudng xuyén kiém tra dé dam bao khong co file
XML nao bi nghén hodc khong dugec ky CKS hé
théng.

- Khi x4y ra su ¢b, tham muu BLD PK d8 giai quyét
su ¢b va thuc hién lai quy trinh.

Luuy: ‘
- Quyén can thiép CKS hé théng chi dwgc cip cho BLD PK va nhan sy CNTT phu
trach chinh.

- Khi CKS hé théng sép hét han (trwée 30 ngay), phong KHNV lam d& xut
chuyén qua phong TCHC lam hd so gia han va trinh ky BLD PK.
- Pam bao viéc lién thdng dit liéu 1én cbng BHXH khong bi gian doan.

V. QUY PINH VE BAO MAT VA TRACH NHIEM

1. P6i véi nhan s sit dung CKS tai PK

- Tinh ca nhan va Phap ly: Chit ky sb c4 nhan c6 gia tri phép ly tu’orng duong
chit ky tay. Nguoi dung chiu hoan toan trich nhi¢m trude phap luat v& tinh chinh
x4c ciia y 1énh, bénh 4n, chirng tir do minh thao tac ky s6.

- Bao mit thiét bi & Thong tin: Tuyét d6i khong giao thiét bi Ivu trit (USB
Token, Pién thoai ¢4 nhan cai SmartCA) va khong chia s¢ Mat khau/Ma PIN/M3
OTP cho bét k¥ ai (k& ca ddng nghiép, tro Iy) dé ky thay dudi moi hinh thirc.

- Trudng hop CKS c4 nhin dwgce lwu trir tdp trung tai Phong kham: Néu
Phong khéam 4p dung gidi phép gift khéa bio mat (CKS) cua ca nhan trén may
chit co quan, c4 nhén phai tw chiu trach nhiém bdo mét tai khoan va mat khéu
dang nhép vao h¢ théng phan mém HIS ctia minh. B&i vi tai khoan HIS chinh 1a
"chia khéa" duy nht d8 goi 1énh ky s6 c4 nhan. Khi roi khéi méy tinh 1am viéc,
bét budc phai "Pang xuét" (Log-out) khoi HIS.



AﬁmﬁfKﬁK,&j.64

QUY TRINH

. v . . | Ldnban hanh: 01
QUAN LY VA SUDUNG CHU KY SO cA | 74"

NHAN, CON DAU SO, CHU KY SO HE | Ngay higu hue: Q6 1.1./2026

THONG TAI PHONG KHAM PA KHOA

Trang: 12

. Dbi véi Phong TCHC (Quén 1y Con déu sb co quan):

Quan ly thiét bi nghiém ngit: Thiét bi chira con ddu s6 (Moc tron) ciia co quan
va mat khéu giao dich phai dugc bao vé, cét giit an toan twong duong véi quy
ché quan ly con déu vét ly.

Chiu trdch nhiém téng hop, quan ly danh sdch CKS tai Phong kham.

Phong TCHC c¢6 trach nhiém luu trit nhitng hd so dd dugc ky bang chimg thu sb
nghiém ngéc.

Tuén thu quy trinh ky duyét: phong TCHC chi dugce phép thuc hién thao tac
"Péng dau s&" khi va chi khi vin ban trén hé théng da c6 diy du chit ky sb ca
nhén hop 1é ctia Ban Lanh dao c6 thdm quyén. Chiju trach nhiém trudc phap luat
néu tr y déng déu sai quy dinh.

. Pbi voi Bo phan Cong nghé thong tin (Quan Iy CKS hé thong & HIS)

Bao mét Chit ky hé théng: CKS hé théng (ding dé ky Time-stamp va lién thong)
co quyén lyc bao trum 1€n toan bd dit ligu. Bo phan CNTT chiu trach nhiém thiét
lap tuong lira, ma hoéa Server, nghiém cdm moi hanh vi can thiép trai phép vao
ching thu sb nay.

Trach nhiém cua quan tri vién (Admin): Quan tri vién HIS/IT tuyét d6i khong
duoc ty ¥ ding quyén can thiép hé théng dé kich hoat Chit ky s6 tap trung clia
ca nhén khi chua c6 1&€nh tir ngudi dung.

Bao tri va Xt 1y su c¢b: Ngay khi nhén dwgc thong bio mét thiét bi/lo PIN tir
nhan sy, CNTT phai thuc hién thao tdc "Khoda" CKS trén HIS chém nhét trong
vong 15-30 phit dé ngin chin rdi ro.

. Tréach nhiém va Yéu ciu bao mat d6i véi Hé théng phin mém HIS

Hé théng HIS do d6i tac cung cip va Bo phan CNTT vén hanh phai d4p ting cac
tiéu chudn bao mét sau:

Co ché khoa dit lidu (Data Locking): Ngay sau khi mét vin ban/y 1énh duge ky
s6 thanh cong (c4 nhan hoic hé théng), HIS phai l4p tirc dong bing (Read-only),
khong cho phép bét ky tai khoan nao (k& ca Admin) duge chinh sira ndi dung de
1én ban ghi do.
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- Luu vét chi tiét: Hé théng HIS bt bude pha1 tur dong ghi nhén lai toan bg lich str
thao tac lién quan dén chit ky s6, bao gbm:
+ Tai khoan thuc hién.
+ Thoi gian chinh x4c thyc hién 1énh ky (Time-stamp).
+ Dia chi IP ciia méy tinh thao téc.
+ Trang thai ky (Thanh c6ng/Thét bai/Thu hdi). |

- Kiém soat truy cdp (Access Control): HIS phai dam bao nguyén tdc dinh danh
1-1: Mbi tai khoan ngudi ding chi duge phép dnh xa (mapping) va goi ding mot
ching thu sb c4 nhin cta ngudi d6, ngin chin viéc goi chéo CKS ciia nguoi
khac. 2,

Y‘I )

&
Z
2
| O
vy

5. Bao cao sw cb: ,
P

Moi su c¢b v& 18i hé théng khong thé ky sb, hodc nghi ngd 10 thong tin bao mat
phéi dugc bao cdo ngay cho phong TCHC va CNTT dé kip thoi xit 1y, tranh dnh

hudng dén ngudi bénh va co quan.






